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Attack surface reduction rules
Microsoft Defender Application Guard (Application Guard) is designed to help prevent old

Exploit protection and newly emerging attacks to help keep employees productive. Using our unique hardware
isolation approach, our goal is to destroy the playbook that attackers use by making curren
Web protection (Microsoft Edge Legacy) attack methods obsolete.
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Application control

Application control can help mitigate security threats by restricting the applications that users
are allowed to run and the code that runs in the System Core (kernel). Application control
policies can also block unsigned scripts and MSls, and restrict Windows PowerShell to run in
Constrained Language Mode.
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Exploit protection

Exploit protection helps protect against malware that uses exploits to infect devices and
spread. Exploit protection consists of a number of mitigations that can be applied to either
the operating system or individual apps.
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Instructions for getting the xml file.

1.0pen the Windows Security app by selecting the shield icon in the task bar or searching the start
menu for Windows Security.

2.Select the App & browser control tile (or the app icon on the left menu bar) and then

select Exploit protection.

3.Go to Program settings and choose the app you want to apply mitigations to.

1. If the app you want to configure is already listed, select it, and then select Edit.
2. If the app is not listed, at the top of the list select Add program to customize and then
choose how you want to add the app.

1. Use Add by program name to have the mitigation applied to any running process with
that name. Specify a file with an extension. You can enter a full path to limit the mitigation
to only the app with that name in that location.

2. Use Choose exact file path to use a standard Windows Explorer file picker window to find
and select the file you want.

4. After selecting the app, you'll see a list of all the mitigations that can be applied.

Choosing Audit will apply the mitigation in audit mode only. You will be notified if you need to restart
the process or app, or if you need to restart Windows.

5.Repeat steps 3-4 for all the apps and mitigations you want to configure.

6.Export the settings. This will be the xml file you will import.
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